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Abstract: Aiming at the high complexity in user’s private key extraction and large expansion ratio of trapdoor size in
previous hierarchical identity-based encryption (HIBE) schemes, a new HIBE scheme was proposed. The implicit exten-
sion method to improve preimage sampling algorithm was used, and then combined the improved algorithm with MP12
trapdoor delegation algorithm to construct an efficient HIBE user’s private key extraction algorithm. Finally, the new ex-
traction algorithm and the Dual-LWE algorithm was integrated to complete the scheme. Compared with the similar
schemes, the efficiency of the proposed scheme was improved in system establishment and user’s private key extraction
stage, the trapdoor size grows only linearly with the system hierarchical depth, and the improved preimage sample algo-
rithm partly solves the Gaussian parameter increasing problem induced by MP12 trapdoor delegation. The security of the
proposed scheme strictly reduces to the hardness of decisional learning with errors problem in the standard model.
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